
Proceedings of the 2005 IEEE
Workshop on Information Assurance and Security

T1B2 1555 United States Military Academy, West Point, NY, 15–17 June 2005

Honeynet Maintenance Procedures and Tools

Carlos Henrique P. C. Chaves, Lucio Henrique Franco, Antonio Montes
Renato Archer Research Center - CenPRA/MCT

13069-901 - Campinas, SP - Brazil
{carlos.chaves, lucio.franco, antonio.montes}@cenpra.gov.br

Abstract—
As part of an effort to improve honeynet’s maintenance

process, several procedures and tools automating high-
interaction honeypot management tasks have been devel-
oped. Among the advantages of the adoption and use of
these procedures and tools are the documentation of the
maintenance procedures, the standardization of the col-
lected data structure, the elimination of errors during the
maintenance of honeypots, the automatization of the tasks
that are executed and the reduction of the time between the
deactivation and activation of a compromised honeypot.

I. Introduction

A Honeynet is not a product, it is a highly controlled
network used to contain and analyze attackers in the wild.
The primary purpose of a Honeynet is to gather informa-
tion about threats that exist. New tools can be discovered,
attack patterns can be determined, and attackers motives
studied [1]. Honeynets are composed of an administration
subnet and many hosts called honeypots, which are security
resources designed to be probed, attacked or compromised,
and to register these activities [2].

In the daily operation of a honeynet, it is not uncommon
that one has to deactivate a honeypot, clean it up and put
it back in operation. In addition, it is very convenient to
have procedures and tools in place to rapidly install a new
honeypot when required. This is particularly true if the
honeynet has many honeypots or when many members of
the project share the management task [3].

The procedures discussed in this paper applies to high-
interaction honeypots in a research honeynet. It includes
zeroing the disk, choosing the operating system, installing
services, and finally configuring the data collection mech-
anisms and the preservation of the artifacts stored in the
honeypot. These procedures help to avoid human errors,
which could cause contamination of the capture data or
reveal the presence of the honeytrap to attackers.

Together with these procedures, a bootable iso-image of
a system based on the Slax Linux distribution1 has been
developed to automate the process of deploying a new hon-
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eypot or reinstalling a compromised one. The image has
scripts to perform a variety of tasks that will be described
in the subsequent sections.

The remainder of this paper is organized as follows. Sec-
tion II presents a brief description of honeypots and their
classification. The procedures employed are discussed in
Section III and Section IV presents the scripts created for
their implementation. Section V concludes this paper.

II. Honeypots Classification

A honeypot is very different from most traditional se-
curity mechanisms. They are security resources that have
no production value; no person or resource should be com-
municating with them. As such, any observed activity is
suspected by default. Any traffic sent to the honeypot is
most likely a probe, scan, or attack. Any traffic initiated by
the honeypot means the system has most likely been com-
promised and the attacker is making outbound connections
[4].

Honeypots can be classified by their level of interaction.
High-interaction honeypots are hosts with real operating
systems and services. They can be compromised and fully
controlled by the attackers. As a result, they can be con-
figured to collect a large amount of information, such as
which vulnerability is being exploited, which tool is being
used, and what is the attacker’s motivation. This makes
them very useful as a research tool. On the other hand,
they can pose a serious threat to the environment, since
the attacker can try to use the honeypot as a launching
point of scan and attacks against other hosts in the net-
work. This is the main reason for avoiding using high-
interaction honeypots in production network. Instead one
may use low-interaction honeypots, which can be as sim-
ple as a listening port or a full blown emulated network.
This type of honeypots can be easier to install and should
be less risky, since the attacks would be directed to fake
services or operating systems. As a consequence, the col-
lected data will consist mainly of scans and connections to
emulated services. Despite this, it is becoming common to
use low-interaction honeypots as a complement to intru-
sion detection systems in production network, where they
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can be particularly useful in the detection of internal worm
attacks.

The management of high-interaction honeypots is a com-
plex task, since there must be no traces of previous instal-
lations and of the monitoring tools, and in order to facili-
tate analysis the activities logging should be configured to
follow the same standards independently of the operating
system. These requirements lead to the need of developing
procedures for the first time deployment, monitoring and
redeployment of honeypots.

The present paper describes the procedures and tools
used to maintain the honeynets of the Brazilian Honeynet
Project, made up of high-interaction honeypots [5], [6].
The architecture of these honeynets are based on the GenII
architecture [7] and follows strictly the Honeynet Project
requirements [8]. These procedures will be detailed in the
next section.

III. Developed Procedures

Honeynets usually contain several honeypots with differ-
ent configurations, running a variety of operating system
and local or network services. For their maintenance, it is
convenient to develop methodologies and elaborate proce-
dures. As mentioned above, this is particularly relevant if
the honeynet has many honeypots or when many members
of the project share the management task [3]. These proce-
dures can be automated using scripts which reduce the time
between the honeypot’s deactivation and activation. The
procedures and scripts contain key steps in a honeypot con-
figuration, like zeroing the entire disk before installing the
operating system from installation media [9] or removing
traces of the honeypot configuration to avoid information
leaks. Another important procedure describes a database
for the storage of information about the honeypots of a
honeynet, including type and version of the operating sys-
tem, type and version of network services, compromises,
etc. This will ease the process of gathering information
for status reports and the maintenance of the honeypot’s
timeline.

A. Honeypot Deployment Procedure

The first step in the honeypot deployment is the defini-
tion of the operating system and services (including ver-
sions) that will be installed. Next, some basic procedures
must be followed during the installation process:
1. The hard disk must be written with a constant data
pattern (usually zeros). This procedure also has the benefit
that disk image copies compress better, and that deleted
files are easier to find [9].
2. The chosen operating system is installed, usually using
the default installation options.
3. The chosen services are installed, configured and initial-
ized.

4. The honeypot’s configuration script is executed to create
new users, configure the network settings, etc.
5. In order to monitor the attacker’s steps, keystroke
recording system are configured in the honeypot. These
systems can send the commands typed by an attacker to
a loghost, using the syslog system [10], and broadcast this
information directly into the network [11].
6. A script to generate the MD5 and SHA1 hashes of the
honeypot’s files is executed. The hashes can be used later
to discover which files have been changed by an attacker.
7. A script to generate the system’s status is executed.
This is composed of the output of some Unix commands
like ps, netstat, lsof, socklist and df.
8. The MD5 and SHA1 hashes and the system’s status files
are stored in a loghost in the administration subnet which
stores also the system’s images.
9. Traces of the steps (5-8) above are erased.
10. The system’s image is generated and exported to the
loghost.
11. The new honeypot is connected in the honeynet and
monitored until the moment when it will be turned off.

B. Post-deployment Procedure

After the honeypot installation, a standardized deploy-
ment log of every honeypot must be created and sent to
the project members by e-mail. The log is based on the
Honeynet Project model [12].

The log file name follows a standard, which is HN-[org]-
DEPLOY-[date]. The [org] tag must be changed by the
name of the organization where the Honeynet has been
deployed, and the [date] tag must be changed by the actual
date. Figure 1 shows an example of a log file created for a
deployed honeypot.

HONEYNET-BR SUMMARY:
------------------------
GenII Honeynet with a class C IP address block exposed directly to
the Internet. Typical small organization /24 network.

IP RANGE: xxx.xxx.xxx.1-254

ACTIVE HONEYPOTS:
-----------------

System Name: Hp1
System IP: 10.0.0.36
System OS: RH 7.2, default, no patches
Date Deployed: 2004, Nov 24
Time Deployed: 10:50am
Responsible: Lucio Henrique Franco
System Summary:

- minimal installation, with portmap(4.0-38), with xinetd(2.3.3-1)
- kernel version: 2.4.7-10

Modifications to System:
- installed ntpd(4.1.0-4), httpd(1.3.20-16 with ssl & with

mod_perl 1.2 4_01-3), php(4.0.6-7), wu-ftpd(2.6.1-18)
- installed static bash patch
- installed smartl
- add default accounts

Status Change:

Fig. 1. Honeypot deployment log file.
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Also when a honeypot is compromised, a new log file
is created, containig the information about the attack, in-
cluding what was the time of the first successful access, the
explored service, the atacker’s IP address and its whois in-
formation. Figure 2 shows an example of a log file created
for a compromised honeypot. Finally, if the honeypot is
deactivated, time and date of end of operation is appended
in the Status Change field of the log file (see also Figure
2).

HONEYNET-BR SUMMARY:
------------------------
GenII Honeynet with a class C IP address block exposed directly to
the Internet. Typical small organization /24 network.

IP RANGE: xxx.xxx.xxx.1-254

ACTIVE HONEYPOTS:
-----------------

System Name: Hp1
System IP: 10.0.0.36
System OS: RH 7.2, default, no patches
Date Deployed: 2004, Nov 24
Time Deployed: 10:50am
Responsible: Lucio Henrique Franco
System Summary:

- minimal installation, with portmap(4.0-38), with xinetd(2.3.3-1)
- kernel version: 2.4.7-10

Modifications to System:
- installed ntpd(4.1.0-4), httpd(1.3.20-16 with ssl & with

mod_perl 1.2 4_01-3), php(4.0.6-7), wu-ftpd(2.6.1-18)
- installed static bash patch
- installed smartl
- add default accounts

Status Change:
- First succesfull attack: Sat Dec 04 15:43:50 GMT 2004 (Resp. Cae)

- Attack description: OpenSSL Buffer overflow exploit
- Attack origin: 10.10.0.104
- Whois: 10.10.0.0 - 10.10.255.255 -> Foobar Technologies

-> Brazil
- Offline on 12-10-2004 at 08:30am (Lucio)

Fig. 2. Compromised honeypot log file.

C. Honeypot Monitoring Procedure

The operating system and applications running on the
honeypots can have failures, caused by hardware failures,
or problems in the filesystem, or simply the interruption of
a service or all system as a result of an attack. These issues
raise the necessity of a monitoring procedure. Once a week
(period defined by the project), all honeypots are tested
according to the procedure described below and showed in
Figure 3.

The operation monitoring procedure is performed as fol-
lows:
1. The honeypot is disconnected from the Honeynet.
2. The system is first tested by trying to login from the
console.
3. If the login is successful, a script is executed to obtain
the honeypot’s status (see Subsection IV-F). Otherwise,
try to login again.
4. If the login fails twice, deactivate the honeypot.

Honeypot disconnected
from the Honeynet

Try to login from the 
console

Successful login?

Execute some commands to
obtain the system’s status

YES

Login failed
twice?

NO

Restart the
system.

NO

Is the system working
correctly?

Have already restarted
the system?

NO

Honeypot
deactivated!

YES

Procedure documented,
status sent to the group and
honeypot connected in the

Honeynet.

YES

YES

NO

Fig. 3. Honeypots monitoring procedure.

5. Analyze the honeypots’s status, and if it is working cor-
rectly, the results are documented, the status sent to the
group and the honeypot is connected back to the Honeynet.
If the honeypot is not working correctly and have not been
restarted, restart the system and try to login again. If it
has already been restarted, deactivate the honeypot.

D. Honeypot Deactivation Procedure

From the moment the honeypot is deployed in the hon-
eynet, it is constantly monitored by the administration sub-
net. Once it has been compromised, alerts are generated
and sent to the project members by e-mail. The commands,
actions and other information generated by the attacker are
collected and sent to a loghost.

At that moment, one has to decide if it will be deac-
tivated or not. Usually it has to be deactivated if some
critical part of the operating system has been damaged,
or if the attacker has made so many modifications to the
system that it becomes nonfunctional.

The deactivation procedure includes the following steps:
1. Disconnect the honeypot from the Honeynet.
2. Collect and analyze the system status.
3. Generate the system’s image and export it to the host
containing the initial image (described in step 8 of the in-
stallation procedure).
4. The honeypot is ready to be reinstalled (procedure de-
scribed at section III-A).

As mentioned before, some honeypots may be so dam-
aged that one is unable to login from the console. In this
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case, the honeypot must be rebooted using a live CD-ROM
or floppy disk of a operating system (like Slax Linux dis-
tribution) to be able to generate the hard disk’s image and
export it to another host. The image generated is then
analyzed and compared with the initial image. This pro-
cess can reveal what has been modified in the honeypot by
the attacker. Also the status files and file hashes can be
compared with the initial ones.

In the next section the scripts generated to automate the
procedures discussed above will be described.

IV. Developed Tools

The procedures described in the previous section are
complex, and mistakes can be made easily. Moreover, it
is interesting to automate the processes in order to make
them faster and avoid human errors. These assertions
raised the necessity of creating scripts to automate the pro-
cedures of deploying a honeypot. In order to be portable,
they were developed using shell scripts.

A. Honeypot Deployment Script

This is the central script for the deployment of a hon-
eypot. It has three options: (1) erase the hard disk and
create a new partition; (2) erase one specified partition
and use it for the installation of the operating system; and
(3) generate and export the new system image.

In the case of installing a new honeypot, the first option
must be used because the hard disk must be erased (written
with zeros) and a new system partition must be created.
In the case of restoring the honeypot and installing the
same system that was used (from an image), the second
option must be chosen because the same partitioning must
be used. The first two options differ only at the beginning
of the process. After that, the deployment process follows
the same sequence, starting with the script asking for the
location of the image to be copied to the honeypot disk.
Then it uses SSH2 to transfer the system’s partition image
from a remote host to the honeypot. Afterward, the swap
partition is enabled and the LILO boot loader is installed
using the configuration file (/etc/lilo.conf) from the image
copied to the honeypot. The script finally prepares the new
system to call the honeypot configuration script when the
new system is booted and root logs in.

The third option is used to generate the image of the
system’s partition and export it to another host using the
network. The script has the option of using Netcat3 or SSH
to transfer the image. Netcat is faster than SSH, but the
second is more adequate to preserve the image’s confiden-
tiality and integrity.

It is important to mention that the scripts were originally
developed to deal with Red Hat Linux honeypots (but they

2http://www.openssh.com/
3http://netcat.sourceforge.net/

were designed to be used with other distributions and op-
erating systems).

B. Honeypot Configuration Script

The honeypot configuration script is used after the in-
stallation of the operating system, described above, and
the reboot of the system. The script has two options: (1)
configure a new honeypot; or (2) generate the system’s sta-
tus, the MD54 and SHA15 hashes, clean up all traces and
export the image of the installed system to another host.

The first option must be used when installing a new hon-
eypot. In this case, the image copied to the honeypot disk
must be from a system installation iso-image. The first step
in this option is to configure the root password and the hon-
eypot’s network (IP address, netmask, broadcast address,
gateway, dns server, NTP server, honeypot’s name and do-
main name). The script then automatically detects which
is the operating system being installed to configure it prop-
erly. The next step is to create the user’s accounts. After
that, the script asks if any post-installation is required. In
affirmative case, the script will return a root shell to let the
user install and configure any other applications. The user
will have to run the honeypot cleanup script manually af-
ter he finishes configuring the applications. Otherwise, the
honeypot cleanup script will be executed automatically.

The second option will apply when restoring the honey-
pot from a compromise and re-installing the same system.
In this case, the only thing that the honeypot configuration
script will do is to execute the honeypot cleanup script.

C. SHA1 and MD5 Hash Generation Script

The function of this script is to generate the MD5 and
SHA1 hashes of all files in a given directory. The script can
have many directories as input, and all hashes generated
will be stored in a file for each directory. Finally, these
generated files are compressed.

The name of generated files is composed of the honey-
pot name, plus the directory path and the suffix “md5” or
“sha1”.

This script was developed for Linux, FreeBSD, and Win-
dows (using cygwin46). It uses the command “uname -s”
to detect which operating system is being used in order to
set up the right parameters.

D. Honeypot Cleanup Script

The main goal of the honeypot cleanup script is to gen-
erate the MD5 and SHA1 hashes of the files in the selected
directories, generate the system’s status, clean up all traces
and export the generated information to the host that will
store the image of the system.

4http://www.ietf.org/rfc/rfc1321.txt
5http://www.ietf.org/rfc/rfc3174.txt
6http://www.cygwin.com/
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The first operation performed is to execute the MD5 and
SHA1 hashes generation script to generate the SHA1 and
MD5 hashes of the files in the following directories: /bin,
/sbin, /dev, /etc, /usr/bin, /usr/sbin, /usr/local/bin and
/usr/local/sbin. There might be others, depending on the
operating system and applications.

Next the script generate the system’s status using Unix
commands such as ifconfig, netstat, ps, lsof, lsmod, rpcinfo,
df, socklist, rpm and last. The applications output are
stored in text files, using the name of the application plus
the suffix “.txt”.

Once the SHA1 and MD5 hashes have been generated
and the system status has been collected, the honeypot
information is ready to be exported to another host (it is
suggested that this information be stored together with the
new honeypot image). Again, SSH is used to transfer the
files.

Finally, the last step is to remove all traces left from the
configuration of the honeypot. To ensure that the deleted
files won’t be able to be restored, the application “shred”7

is used to overwrite the files repeatedly in order to make it
harder for even very expensive hardware probing to recover
the data.

E. High-Interaction Honeypot Deployment CD-ROM

At the beginning of this section, the need to create scripts
to automate the procedures for honeypot deployment is
discussed. The development of the scripts described above
has partially automated the process, but up to this point
it is still necessary to copy and run some scripts in the
honeypot manually.

This situation lead to the creation of a tool that au-
tomates the manual processes that remained. A high-
interaction honeypot deployment CD-ROM has been cre-
ated using the Slax Linux distribution. It includes all the
scripts described in the previous subsections and automates
all the required tasks. The CD-ROM executes the following
steps:
1. The machine that will host the honeypot has to be
booted from the CD-ROM and when root logs in, the hon-
eypot deployment script is executed and the deployment
process starts.
2. As described in Subsection IV-A, after the copy of the
honeypot’s operating system image to the hard disk, the
other scripts are copied to the /root directory of the hon-
eypot, and a call to the honeypot configuration script is
added in the file /etc/profile of the honeypot.
3. A reboot is performed to boot the honeypot’s own sys-
tem. When root logs in, the configuration script is exe-
cuted.
4. After all configuration and cleaning up, the system is
rebooted using the Slax’s CD-ROM to generate and export
the honeypot’s image.

7http://www.gnu.org/software/fileutils/

5. Finally, the system must be rebooted again. Only now
the CD-ROM must be ejected in order to allow the honey-
pot to boot from its own operating system.

F. Operation Monitoring Script

The operation monitoring script was created to automate
and standardize the process of generating the honeypot’s
status. This shell script uses a CD-ROM containing stati-
cally compiled binaries of the applications used to perform
the task. The script must be copied and run from a floppy
disk, where the output of the script will also be stored. The
honeypot operation monitoring script performs the follow-
ing steps:
1. The floppy disk containing the script is mounted.
2. The script is executed from the floppy disk using the
CD-ROM mounting point and the output directory as pa-
rameters.
3. The output directory is created in the floppy disk using
the current date as its name.
4. The commands that generate the status of the honeypot
are executed and their output is appended to the status file,
located in the output directory.
5. The CD-ROM and the floppy disk are umounted.

Figure 4 shows the status file generated for the honeypot
hp1 that was stored in /mnt/floppy/15 03 2004/hp1. Some
lines of the file were trimmed to make the figure fit in the
available space.

V. Conclusion

The creation of procedures and tools for the deployment
of a high-interaction honeypot has great relevance to hon-
eynet researchers. They automate the processes and im-
prove the information gathering methods. Standards are
created to be followed by all Honeynet administrators and
this avoid human error like deactivating a honeypot with-
out generating its final status. This kind of error would
harm the comparison of the honeypot information imedi-
atelly after installation and after the compromise. Also
the time that a honeypot stay out of operation is reduced
considerably.

The tools were being developed and used since the begin-
nig of the Brazilian Honeynet Project, in december of 2001,
when the definition of the honeypots configuration proce-
dures have begun. The difficulties in the management of
the honeynets showed the importance of developing tools
to automate and document the processes of honeypot con-
figuration, monitoring and deployment.
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